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, . ervices Oversight
D B Administration Office Washington, DC 20405

March 25, 1983 - | 5D/A Registry

%~oa3sl/3

Mr. Harry E. Fitzwater

Deputy Director for Administration
Central Intelligence Agency
Washington, DC 20505 ‘

Dear Mr. Fitzwater:

Following President Reagan's March 11 signing of National Security
Decision Directive 84, "Safeguarding National Security Information,* I
directed the Information Security Oversight Office (1S00) Interagency
Working Group on Standardization of Information Security Forms to turn
its attention to the drafting of the standards forms that the Directive
requires for implementation. The Central Intelligence Agency representative

STAT oD the Working Group is | | The Chairperson of
the Working Group has now referred to me three draft forms, each of
which is modeled after similar forms that are currently operational in
one or more agencies. I enclose a copy of each of these. I also
enclose a copy of a spread sheet that raises certain questions that need
to be discussed about the specific Tanguage of the drafts.

In order to press ahead on the development and issuance of these forms

as quickly as possible, I will chair an Interagency meeting on Monday,

April 4, 1983, at 10 a8.m., in Room 6046 of the GSA Building, located at
Nineteenth and F Streets, NW. 1 request that you send both a program

and legal representative to that meeting. It is my intent to reach

decisions about final drafts of the forms at that meeting, so that I may

then transmit them formally to the Department of Justice for its determination
on enforceability,

Please call me at 535-7251 if you have any questions.
Sincerely,
" ) - /’/ ] ;
/ y&/ ) ol
/757 STEVEN GARFINKEL

/ Director
/

Enclosures

Approved For Release 2005/12/14 : CIA-RDP87B01034R000600150017-6
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CLASSIFIED INFORMATION
NONDISCLOSURE AGREEMENT

An Agreement Between and the United Statés

statute, and which is hereinafter referred to in this Agreement as™
national security information. I understand and accept that by being
granted access to national security information special confidence and
trust shall be placed in me by the United States Government.

2. I hereby acknowledge that I have received a security indoctrination
concerning the nature and protection of national security information,
including the procedures to be followed in ascertaining whether other
persons to whom I contemplate disclosing this information have been
approved for access. to it, and I understand these procedures.

3. I have been advised that direct or indirect unauthorized disclosure,
unauthorized retention, or negligent handling of national security
information by me could cause irreparable injury to the United States or
be used to advantage by a foreign nation. I hereby agree that I will
never -divulge such information to anyone who is not authorized to
receive it without prior written authorization from the United States
Government “department or agency (hereinafter Department or Agency) that
Tast authorized my access to national security information. I further
understand that I am obligated by law and regulation not to disclose any
classified information in an unauthorized fashion. :

4; In consideration of being granted access to national securjty

“information and of being assigned or retained in a position of special
-confidence and trust requiring access to national security information,

I hereby agree that I will not disclose such information or materials to
any person not authorized to have access to national security information
until I have received written authorization from the Department or
Agency that last authorized my access to national security information
that such disclosure is permitted. '

5. I have been advised that any breach of this Agreement may result
in the termination of my access to national security information and
retention in a position of special confidence and trust requiring such
access, as well as the termination of my employment or other relationships
with any Department or Agency that provides me with access to national
security information. 1In addition, I have been advised that any. unauthorized
disclosure or national security information by me may constitute violations

794, 798, and 952, Title 18, United States Code, and Section 783(b),
Title 50, United States Code and the provisions of the Intelligence
Identities Protection Act of 1983. Nothing in this Agreement constitutes
a waiver by the United States of the right to prosecute me for any
statutory viclation. '

Approved For Release 2005/12/14 : CIA-RDP87B01034R000600150017-6
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6. I understand that the United States Government may seek any
remedy available to it to enforce this Agreement including, but not .
limited to, application for a court order prohibiting disclosure of
information in breach of this Agreement. I have been advised that the
action can be brought against me in any of the several appropriate
United States District Courts where the United States Government may
elect to file the action. Court costs and reasonable attorneys fees
incurred by the United States Government may be assessed against me if
lose such action. : .

7. 1 understand that all information to which I may obtain access -
by signing this Agreement is now and wil] forever remain the property of
the United States Government. I do not now, nor will I ever, possess
any right, interest, title, or claim whatsoever to such information. . T .
agree that I shall return all materials, which may have come into my
possession or for which I am responsible because of such access, upon
demand by an authorized representative of the United States Government
or upon the conclusion of my employment or other relationship with the
United States Government entity providing me access to such materials.
If 1 do not return such materials upon request, I understand this may be
a violation of Section 793, Title 18, United States Code, a United
States criminal law.

8.- Unless and until I am released in writing by an authorized
representative of the Department or Agency that Jast provided me with
access to national security information, 1 understand that al] the
conditions .and obligations imposed upon me by this Agreement apply
during the time I am granted access to national security information,
and at all times thereafter.

9. Eéch provision of this Agreement is severable. If a court
should find any provision of this Agreement to be unenforceable, all

-other provisions of this Agreement shall remain in full force and
effect. This Agreement concerns national security information and does

not set forth such other conditions and obligations not related to

national security information as may now or hereafter pertain to my
employment by or assignment or relationship with the Department or

Agency.

10. I have read this Agreement carefully and my questions, if any,
have been answered to my satisfaction., I acknowledge that the briefing
officer has made available Sections 793, 794, 798, and 952 of Title 18,
United States Code, and Section 783(b) of Title 50, United States Code,
and the Intelligence Identities Protection Act of 1982, and Executive
Order 12356, so that I may read them at this time, if I so choose .

11. 1 hereby assign to the United States Government all rights,
title and interest, and all royalties, remunerations, and emoluments
that have resulted, will result or may result from any disclosure,
publication, or revelation not consistent with the terms of this Agreement.
12. I make this Agreement without any mental reservation or purpose

of evasion.
: Approved For Release 2005/12/14 : CIA-RDPS?BO1034R000600150017-6
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Signature Organization

Social Security Number ' Date
(See Note Below)

The execution of this Agreement was witnessed by the undersigned who
accepted it on behalf of the United States Government as a prior condition
of access to national security information.

Witness and Acceptance:

Signature ' Organization

Printed Namé/SSN o Date (See Note BeTow)

Notice: The Privacy Act, 5 U.S.C. 522a, requires that federal
agencies “inform individuals, at the time information is solicited from
them, whether the disclosure is mandatory or voluntary, by what authority
such information is solicited, and what uses will be made of the information.
You are hereby advised that authority for soliciting your Social Security
Account Number (SSN) is Executive Order 9397. Your SSN will be used to
identify you precisely when it is necessary to certify that you have

.access to the information indicated above. While your disclosure of SSN

is not mandatory, your failure to do so may delay the processing of such
certification, : :

Approved For Release 2005/12/14 : CIA-RDP87B01034R000600150017-6
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'DRAFT NONDISCLOSURE AGREEMENT FOR CLASSIFIED INFORMATION

QUESTIONS CONCERNING THE AGREE!

AN BN

SR W N e

CLASSIFIED INFORMATION

0w Paragraph 1.
NONDISCLOSURE AGREEMENT R : .
: _ R . 1, Which tgnn is prefefred
An Agreement Between and the United States - S:Enationa] security iqformatlon_ or
. (Name-Printed or Typed)—. "classified information?" (This
Cos : applies in all paragraphs where the
1. Intending to be legally bound, I hereby:'accept the obligations term national security informatien
contained in this Agreement in consideration of my being granted access Is used). L
to information and material which is classified or classifiable under 2. Should “and matérial® in
tjj standards of Executive Order 12356 or ‘other Executive Order or Tine 3 be included?
+ dtute, and which is hereinafter referred to in this Agreement as . " »
national.security information. I understand and accept that by being . 3. Why is the word “statute
granted access to national security information special confidence and - -included in line 57 Qﬁ%,mw
trust shall be placed in me by the United States Government, ’

5

2. I hereby acknowledge that I have received a security indoctrination
concerning the nature and protection of national security information,
including the procedures to be followed in ascertaining whether other
persons to whom I contemplate disclosing this information have been
approved for access to it, and I understand these procedures,

. . / .
3. I have been advised that direct or indirect unauthorized disclosure, Paragraph 3. wt“@:%
uthorized retention, or negligent handling of national security ) .
i;¥ormation by me could cause irreparable injury to the United States or Cin I}Be ghislj?the word “irreparable
be used to advantage by a foreign nation, I hereby agree that I will - -

never divulge such information to anyone who is not authorized to

2. Why is the word "injury® in .
receive it without prior written duthorization from the United States

line 3 used instead of harm or

Government department or agency (hereinafter Department or Agency) that damage?

‘last authorized my access to national security informatfon. 1 further ' : o
understand that I am obligated by law and regulation not to disclose any ' used3£o yg{a;:aggeb;hgaggreggnﬁ$§
Classified information in an unauthorized fashion.,

g
. . " ?
e ’bﬁﬁ% Mﬁi& nation" in line 4 used?

ﬁ_‘ir__hﬁ§q§sn't "need to know"
QQFJUJ% \l}fﬁ* addressed in the second sentence of
B

“gﬁk this paragraph? - « ) wsie
Approved For Release 2005/1 2/14 : C&‘-RDP 01034R000600150017-6 .
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information and of being assigned or retained in a positzon of special

nfidence and trust requiring a i L3 AP EPS 3 P0B4R00060
gohereby agree that I w?]] n%%ﬁ@ﬁgﬁﬁ%ﬁ)ﬁggﬁ %r materials to
any person not authorized to have access to national security information :
until I have received written authorization from the Department or
Agency that last authorized my access tovnationq] security information
that such disclosure is-permitted.

)150%7-61-

- Paragraph 4,

Isn't the language (lines 4-
in this paragraph redundant with

* that of paragraph 3 (lines 4-.8)7

Aren't both paragraphs serving the
same purpose? -

2. Shouldn't “need to know" be
addressed in this paragraph also?

5. I have been advised that any breach of

1 this Agreement may result Paragraph 5.

2 in the termination of my access to national security information and -

3 retention in a position of special confidence and trust requiring such -M&F 1. What is meant by "other

4 access, as well as the termination of my employment or other relationships Fﬁ% lationships with any Department or
5 '&th any Department or Agency t?at prozidesbme wighiacgesg to nationalh ized agency?" (Lines 4 and 5)

6 _ecurity information. 1In addit on, I have been advised that any unauthorize ; .

7 disc]osﬂre or national security information by me may constitute violations me aféescﬂ“;d” F ?hs wordiZ;providegj
8 of United States criminal laws, including the provisions of Sections 793, meanin Sh sgcg}san erprg ed as q

9 794, 798, and 952, Title 18, United States Code, and Section 783(b), - to autgo‘r’i;’ed acceg:iss S Oppose
10 Title 50, United States Code and.the provisions of the Intelligence R -
L1 Identities Protection Act of 1983. Nothing in this Agreement constitutes
L2 a waiver by the United States of the right to prosecute me for any
L3 statutory violation.

1 6. I understand that the United States Government may seek any

2 remedy available to it to enforce this Agreement including, but not

3 limited to, application for a court order prohibiting disclosure of

4 jinformation in breach of this Agreement. 1 have been advised that the

5 action can be brought against me in any of the several appropriate

6 linited States District Courts where the United States Government may

7 _ibct to file the action. Court costs and reasonable attorneys fees

8 incurred by the United States Government may be assessed against me if I

9 lose_such action, N

1 7. I understand that all information to which I may obtain access Paragraph 7

2 by signing this Agreement is now and will forever remain the property of —2ragraph 7.

3 the United States Government. I do not now, nor will I ever, possess _ W pie o s

4 any right, interest, title, or claim whatsoever to such information. I linelé u??ﬁ ::tﬁgﬁ :ﬁ;g aegﬁ;tyo "

S- agree that I shall return all materials, which may have come into my department? gency or

6 possession or for which I am responsible because of such access, upon

7 demand by an authorized representative of the United States Government 2. 1Isn't it clearer to use in

8 or upon the conclusion of my employment or other relationship with the lines 5 and 10 the phrase "al)

9 ‘United States Government entity providing me access to such materials, mﬂteriﬂlz Cozﬁaining suc? information®
L0 If.I do not.return such materials upon pec N hbRBPERBP® 34R0006001508Hs than the words “ali materials"®
-1 a violation of Section 793, TitA@P ",e‘bﬁ?gK‘*ﬁéﬁ‘%@?ﬁg?ﬂéﬁl&%& and “such materials" respectively?

2 i : o

e
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8. Unless and until I am released in writing by an authorized

:;re resentative of the Department or Agency that las e Li0501034R
' acﬁess to national security indeWﬁ%WﬁﬁﬂF?rﬁﬁ%@?ﬂ%ﬁﬁﬂg@%%{gagiﬂgﬂgﬁ .
conditions and obligations imposed upon me by this Agreement apply

during the time I am granted access to national security information,
and at all times thereafter.

Paragraph 8.

00600150047-6 shoyldn't the phrase “"that
approved my access to national
security information" be used rather
than "last provided me access to

9. Each provision of this Agreement is severable. If a court
should find any provision of this Agreement to be unenforceable, all
} other provisions of this Agreement shall remain in full force and
: effect. This Agreement concerns national security information and does
' not set forth such other conditions and obligations not related to
' national security information as may now or hereafter pertain to my
' employment by or assignment or relationship with the Department or

b Af]Ey. _ e - -~ S

NSI?® )

. 10, I have read this Agreement carefully and my questions, if any,
! have been answered to my satisfaction. I acknowledge that the briefing
) officer has made available Sections 793, 794, 798, and 952 of Title 18,
| United States Code, and Section 783(b) of Title 50, United States Code,
'~ and the Intelligence Identities Protection Act of 1982, and Executive
Order 12356, so that I may read them at this time, if I so choose .

Paragraph 10,
1. HWhy isn't the individual
signing the agreement required
to read the listed Sections of
Titles 18 and 50 of the U.S. Code?
\ _—

» 11. I hereby assign to the United States Government all rights,

- title and interest, and all royalties, remunerations, and emoluments
that have resulted, will result or may result ‘from any disclosure,
publication, or revelation not consistent with the terms of this Agreement.

—)-

12. 1 make this Agreement without any mental- reservation or purpose
of evasion, : -

Signature ' Organization

Social Security Rumber Daté
(See Note Below

T e e e

Approved For Reiease 2005/12/14 : CIA-ﬁbP87BO10' 4R000600150017-6
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Ine execution ot this Agreement was witnessed by the undersigned who

accepted 1t on behalf of the United States Govermment as a BDI.%“D[%’fEJHﬂhooosoo1soo17-6

of access to national securitynpmtﬁmaeleasg 2005/12/14 :

Witness and Acceptance:

[y

- Signature ) ' Organization

T W W Wt wr e e W

Painted Name /SSN - Date (See Note BeTow)

Notice: The Privacy Act, 5 U.S.C. 522a, requires that federal

agencies inform individuals, at the time information is solicited from

them, whether the disclosure is mandatory or voluntary, by what authority
such information is solicited, and what uses will be made of the information.
You are hereby advised that authority for soliciting your Social Security
Account Number (SSN) is Executive Order 9397. Your SSN will be used to
identify you precisely when it is necessary to certify that you have
access to the information indicated above. While your disclosure of SSN
is not mandatory, your failure to do so may delay the processing of such
certification. :

Approved For Release 2005/12/14 : QIA-RDPS?BO1034R0
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.SENsiTIVB“COMPARTMENTED"1NFOQMATIoﬁfhombfséLOSURE AGREEMENT

An Agreement Between and the United States

(Name = Printed or Typed)

1. Intending to be Tegally bound, I hereby accept the obligations
contained in this Agreement in consideration of my being granted access

.to information protected within Special Access Programs, hereinafter

referred to in this Agreement as Sensitive Compartmented Information

(SCI). I have been advised that SCI involves or derives from intelligernice
sources or methods and is classified opr classifiable under the standards

of Executive Order 12356 or other Executive order or statute. I understand
and accept that by being granted access to SCI, special confidence and
trust shall be placed in me by the United States Government.

2. I hereby acknowledge that I have received a security indoctrination
concerning the nature and protection of SCI, including the procedures to
be followed in ascertaining whether other persons to whom I contemplate
disclosing this information have been approved for access to it, and I
understand these procedures. 1 understand that I may be required to
sign subsequent agreements upon being granted access to different
categories of SCI. I further understand that a1l my obligations under
this_Agreement continue to exist whether or not I am required to sign
such subsequent agreements.

3. I have been advised that direct or indirect unauthorized disclosure,
unauthorized retention, or negligent handling of SCI by me could cause
irreparable injury to the United States or be used to advantage by a
foreign nation. 1 hereby agree that I will never divulge such information
to anyone who is not authorized to receive it without prior written

4. In consideration of being granted access to SCI and of being
assigned or retained in a position of special confidence and trust
requiring access to SCI, I hereby agree to submit for security review by
the Department or Agency that last authorized my access to such information,
all information or materials, including works of fiction i

access to SCI or that I have prepared for public disclosure. I understand
and agree that my obligation to submit such information and materials

for review applies during the course of my access to SCI and thereafter,
and I agree to make any required submissions prior to discussing the
information or materials with, or showing thenm to, anyone who is not
authorized to have access to SCI. I further agree that I wil) not
disclose such information or materials to any person not authorized to
have access to SCI until I have received written authorization from

Approved For Release 2005/12/14 : CIA-RDP87B01034R000600150017-6
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the Department or Agenty that last authorized my access to SCI that such
disclosure is permitted.

5. I understand that the purpose of the review described in paragraph 4
is to give the United States a reasonable opportunity to determine '

set forth any SCI. I further understand that the Department or Agency
to which I have submitted materials will act upon them, coordinating
with.the Intelligence Community when appropriate, and make a response to
me within a reasonable time, not to exceed 30 working days from date of
receipt. :

6. I have been advised that any breach of this Agreement may result.
in the termination of my access to SCI and retention in a position of
special confidence and trust requiring such access, as well as the
termination of my employment or.other relationships with any Department
or Agency that provides me with access to SCI. In addition, I have been
advised that any unauthorized disclosure of SCI by me may constitute
violations of United States criminal laws, including the provisions of
Sections 793, 794, 798, and 952, Title 18, United States Code, and of
Section 783(b), Title 50, United States Code and the provisions of the
Intelligence Identities Protection Act of 1982, Nothing in this Agreement

constitutes. a waiver by the United States of the right to prosecute me

for any ‘statutory violation.

7. I understand that the United States Government may seek any
remedy available to it to enforce this Agreement including, but not
limited to, application for a court order prohibiting disclosure of
information in breach of this Agreement. 1 have been advised that the
action can be brought against me in any of the several appropriate.
United States District Courts where the United States Government may
elect to file the action. - Court costs and reasonable attorneys fees
incurred by the United States Government may be assessed against me if I

‘Tose such action.

8. I understand that all information to which I may obtain access
by signing this Agreement is now and will forever remain the property of
the United States Government. I do not now, nor will I ever, possess
any right, interest, title, or claim whatsoever to such information, 1
agree that I shall return all materials, which may have come into my
possession or for which I am responsible because of such access, upon
demand by an authorized representative of the United States Government
or upon the conclusion of my employment or other relationship with the
United States Government entity providing me access to such materials.
If 1 do not return such materials upon request, I understand this may be
a violation of Section 793, Title 18, United States Code, a United
States criminal Taw.

9. Unless and until I am released in writing by an authorized

representative of the Department or Agency that last provided me with
access to SCI, I understand that all conditions and obligations imposed

Approved For Release 2005/12/14 : CIA-RDP87B01034R000600150017-6
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upon me by this Agreement apply during the time I am granted access to
SCI, and at all times thereafter. )

10. Each provision of this Agreement is severable. If a court
should find any provision of this Agreement to be unenforceable, all’
other provisions of this Agreement shall remain in ful] force and
effect. This Agreement concerns SCI and does not set forth such other
conditions and obligations not related to SCI as may now or hereafter
pertain to my employment by or assignment or relationship with the
Department or Agency.

11. I have read this Agreement carefully and my questionﬁ, if'ény,
have been answered to my satisfaction. 1 acknowledge that the briefing -
officer has made available Sections 793, 794, 798, and 952 of Tit]e 18,

:United States Code, and Section 783(b) of Title 50, United States Code,

and the Intelligence Identities Protection Act of 1982, and Executive
Order 12356, as amended, so that I may read them at this time, if I so
choose, . )

12, I hereby assign to the United States Government all] rights,
title and interest, and all royalties, remunerations, and emoluments
that have resulted, will result, or may result from any disclosure,
publication, or revelation not consistent with the terms of this Agreement.

13. I make this Agreement without any mental reservation or purpose
of evasion...

STGNATURE ' " DATE

The.execution of this Agreement was witnessed by the undersigned who
accepted it on behalf of the United States Government as a prior condition

-0of access to Sensitive Compartmented Information,

WITNESS and ACCEPTANCE:
SIGNATURE DATE

NOTICE: The Privacy Act, 5 U.S.C. 522a, requires that federal agencies
inform individuals, at the time information is solicited from them,
whether the disclosure is mandatory or voluntary, by what authority such
information is solicited, and what uses will be made of the information.
You are hereby advised that authority for soliciting your Social Security
Account Number (SSN) §s Executive Order 9397. Your SSN will be used to
identify you precisely when it is necessary to 1) certify that you have
access to the information indicated above, 2) determine that your access
to the information indicated has terminated, or 3) certify that you have
witnessed a briefing or debriefing. Although disclosure of your SSN is
not mandatory, your failure to do so may impede such certifications or

deteminati Ozj);)roved For Release 2005/12/14 : CIA-RDP87B01034R000600150017-6
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SENSITIVE :COMPARTMENTED ‘- INFORMATION-'NONDISCLOSURE AGREEMENT

An Agreemeqt Between and.the United States

(Name - Printed or Typed)

1. Intending to be legally bound, I hereby accept the obligations
contained in this Agreement in consideration of my being granted access
to information protected within Special Access Programs, hereinafter
referred to in this Agreement as Semsitive Compartmented Information
{SCI). I have been advised that SCI involves or derives from intelligence
. Jrces or methods and is classified or classifiable under the standards
of Executive Order 12356 or other Executive order or statute. I understand
and accept that by being granted access to SCI, special confidence and
trust shall be placed in me by the United States Government. :

W W = W W e ey

Approved For Release 2005/12/14 : CIA-RDP87B01034R00060018A0H 3B6TONS CONCERNING THE AGREEME!

. Paragraph 1,

1.+ Why is the word “"statute"
included in line 77 ‘ )
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2. I hereby acknowledge that I have received a security indoctrination
concerning the nature and protection of SCI, including the procedures to
be followed in ascertaining whether other persons to whom 1 contemplate
disclosing this information have been approved for access to it, and I
understand these procedures.éi} understand that I may be required to
sign subsequent agreements upop being granted access to different
categories of SCI. I further understand that all my obligations under
this Agreement continue to exist whether or not I am required to sign
such subsequent agreements.

N ] O W W N e

) .
W .

3. I have been advised that direct or indirect unauthorized disclosure,
unauthorized retention, or negligent handling of SCI by me could cause
irreparable injury to the United States or be used to advantage by a
foreign nationﬁf[% hereby agree that I will never divulge such information
-to anyone who 1is not authorized. to receive it without prior written
authorization from the United States Government department or agency
(hepeinafter Department or Agency) that last authorized my access to
‘SCIyf I further understand that I am obligated by law and regulation not
to disclose any classified information 1n an unauthorized fashion.
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Paragraph 3. VY Timen Son . (5
K 1. Why is the word "irreparable"
“in line 3 used? éﬁméﬁgumeozzb
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D 2, VYhy is theﬁgrd

injury" in
1ine 3 used imstead of harm or
;K%amage?7142i”§ PEP5 wata Lomytiose 2 )
3. Why is the phrase “or be %
used to advantage by a foreign.
nation" in line 3 used?

4, MWhy 1sn't "need to know"
addressed in the second sentence of
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4. 1In consideration of being granted access to SCIEnd, of“BETAg™7

the Department or Agency that last authorized my ‘access to swel information,
all information or materials, Lg&&gﬂlg orks of fiction, which contain
or purport to con;gln any SCIfbr escription of activities that produce
or relate to SCIjor that I have reason to believe are derived from SCI%
that I contempla e.ﬁisciosing to any person not authorized to have
" access to-SEE] a ?ve prepageg for ﬁu?I}c di:g]osure. I uqdfrstand
L0 and agree that my obligation to submit such information an aﬁggla S 7
for rgview app1i£s dur?ng the. course of my access to SCF*S%ﬁﬂt ereafter,
L2 and I agree to make any required submissions prior to discussing the
L3 information or materials Wit2§%%£ﬁ§EOWi"g them to, anyone who is not
L4 authorized-to have access to . ‘“further agree that I will not
L5 disclose such informatign or_materials to any person not authorized to
L6 -have access to SCI{(r iékdf‘ﬁ%?e received.written[authorization from
L7 jﬁe Department or Agency_that last authorized my access to SCI that such

VOO WN -

disclosure is permitted.

assigned or retafned in gsition of special confidence and trust .
requiring access to SC%W‘Q@%E&&@%&B?W@F@&UH&R E’W&PW*F"’OG}Q”O%&é“m in this paragraph also?

18 : - z%%fZ%udjjéérwééévAé/béuvvoﬂéa
SFAT Jqﬁgﬂg&éﬂééz;zéﬁanffiiqy—f

Paragraph 4. .

Shouldn't "need to know" be

2. Can the first sentence be

shortened? %gMW 2=z

3. :Can the language in the
last sentence (lines 14-18) be
stated more clearly?

bﬂi;}mwfugwm>-

/ %*7!: _oeadlz. ’M&&‘j‘@,f
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.2 el B 3y
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1 5. I understand that the purpose of the review described in paragraph 4
2 is to give the United States a reasonable opportunity to determine

3 whether the information or materials submitted“pursuant to paragraph 4

4 set forth any SCI. I further understand that the Department or Agency

5 to which I have submitted materials will act upon them, .coordinating

6 with the Intelligence Community when appropriate, and make a response to

7 me within a reasonable time, not to exceed 30 working days from date of

8

receipt.- g;g%, Lo

Jeg

LSa ,

Paragraph 5.

1. Shouldn‘t the phrase "or
other classified information® be
_added at the end of the first
sentence in order to be consistent
with ISO0 Directive No. 1.

2. Why is a response time of 30
working days mandated when the CIA
prepublication review regulation is

— )
7/

6. I have been advised that any breach of this Agreement may result
in the ‘termination of my access to SCI and ‘retention in a position of
special confidence and trust requiring such access, as well as the
termination of my empioyment or othier reiationships with any Department
or Agency that provides me with access to SCI. In addition, I have been

_advised that any unauthorized disclosure of SCI by me may constitute
violations of United States criminal laws, including the provisions of
Sections 793, 794, 798, and 952, Title 18, United States Code, and of
Section 783(b), Title 50, United States Code and the provisions of the

.Intelligence Identities Protection Act of 1982, Nothing in this Agréement

-
e w DO U W N

| d
-‘N

constitutes a waiver by the United States of the ri s
for any statutory violation. APproved For Release S48 :%&-ﬁﬁ%“?é‘bﬁosmooc

Paragraph 6.

1. Couldn't the words "provides
me access" be misinterpreted to mean
physical access as opposed to
authorized access?

2. What is meant by "other
relationships with any Department or
agency" in line 47 :

[

600150017-6




I understand that the United

Dep

artment or Agency.,

Approved For Release 2005/12/14 : CIA-RDP87B01034R]

1 7. States Government may seek any :
2 remedy available to it to enforce this A a1 L PWAB01034R000600150017-6
3 limitgd to, application for a Pfeéjﬁgﬁﬁgg%§?§¥¥¥ﬁ3!§isc Lsure of - )
4 1information in breach of this Agreement. I have been advised that the
5 action can be brought against me in any of the several appropriate
6 United States District Courts where the United States Government may .
7 elect to file the action. " Court costs and reasonable attorneys fees ' .
8 incurred by the United States Government may be assessed against me if I
9 lose such action. - N
' : Paragraph 8.
1 8. I understand that all information to which I may obtain access , .
2 by signing this Agreement is now and will forever remain the property of o Lo Isn't it clearer to use in
3 the United States Government. I do not now, nor will I ever, possess lines5 and 10 the phrasgall materials
4 right, interest, title, or claim whatsoever to such information. 1- containing suchuinformatlgn Eather
5 agree that T shall return all materials, which may have come into my - Ehan the words "all materials" and
6 possession or for which I am responsible because of such access, upon such materials" respectively?
7 demand by an authorized representative of the United States Government 2. Why is the word “"entity" in
8 or upon the conclusion of my employment or other relationship with the line 9 used rather than agency or
9 United States Government entity providing me access to such materials. department?
-0 If I do not return such materials upon request, I understand this may be - - -
-1 a violation of Section 793, Title 18, United States Code, a United =~ -
-2 States criminal law.
1 9. Unless and until I am released in writing by an authorized Paragraph 9,
2 representative of.the Department or Agency that last provided me with . ' N
3 acgess to SCI, I understand that all conditions and obligations imposed a rééedigou;gge:stge gg;ﬁss thag
4 uogn me by this Agreement apply during the time I am granted access to rggher th Y " ast 0 id & use
5 ﬁ and at all times thereafter. ' an 35 provided me with
~ # alic o o o access to SCI?
] . —
1. 10. Each provision of this Agreement is severable. If a court
2 should find any provision of this Agreement to be unenforceable, all
3 other provisions of this Agreement shall remain in full force and
4 effect, This Agreement concerns SCI and does not set forth such other
5 conditions and obligations not related to SCI as may now or hereafter
g pertain to my employment by or assignment or relationship with the

D00600150017-6




11. I have read this Agreement carefully and my questions, if any,

1 ' Paragraph 11.
2 have ‘been answered to my satisfacti{on. _ I ack that, F0)%000600450017-6
"3 o?\;’icer has made availabie EBE?Kﬁwﬁﬁeﬁﬁﬁ? k‘f@ﬁﬂ 3’2‘?« E&%E%ﬁ} 1: Why isn't the individual
4 United States Code, and Section 783(b) of Title 50, United States Code, signing agreement required to
5 and the Intelligence Identities Protection Act of 1982, and Executive read the listed Section of Titles 1
6 Order 12356, as amended, so that I may read them at this time, if I so and 50 of the U.S. Code?
7 choose, S T .
" - T m———— it et b—— u.“v_«>-.»--..ﬁ.._,_ e .:_:.. »»-,..'..._ — - ‘
1 12, I hereby assign to the United States Government all rights,
2 title and interest, and all royalties, remunerations, and emoluments
3 that have resulted, will result, or may result from any disclosure, _
4 publication, or revelation not consistent with the terms of this Agreement,

4) 13. 1 make this Agreement without any mental reservation or purpose
2 of evasion, ] . .

" STGNATURE o DATE

1 The execution of this Agreement was witnessed by the undersigned who
2 accepted it on behalf of the United States Government as a prior condition
3 of access to Sensitive Compartmented Information.

WITNESS and ACCEPTANCE: o
) STGNATURE - DATE

NOTICE: The Privacy Act, § U.S.C. 522a, requires that federal agencies
inform individuals, at the time information is solicited from them,
whether the disclosure is mandatory or veluntary, by what authority such
information is solicited, and what uses will be made of the information.
You are hereby ‘advised that authority for soliciting your Social Security
Account Number (SSN) is Executive Order 9397. Your SSN will be used to
‘identify you precisely when it is necessary to 1) certify that you have
access to the information indicated above, 2) determine that your access
9 to the information indicated has terminated, or 3) certify that you have
10 witnessed a briefing or debriefing. Although disclosure of your SSN i
‘11 - not mandatory, your failure tpploved MRWZQQQ’H%%WH%R%@%#ROOO

12. determinations.

LN U B WN
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Approved For Rglease 2005/12/14 : CIA-RDP87B01034R000600150017-6

PREPUBLICATION REVIEW AGREEMENT:

An Agreemeht Be%ween and the United States
(Name - Printed or Typed)

1. In consideration of being granted access to national security
information and of being assigned or retained in a position of special
confidence and trust requiring access to national security information,

I hereby agree to submit for security review by the Department or Agency
that last authorized my access to such information, all information or -
materials, including works of fiction, which contain or purport to '
contain any national security information or description of activities
that produce or relate to national security information or that I have
reason to believe are derived from national security information, that I
contemplate disclosing to any person not authorized to have access to
national security information or that I have prepared for public disclosure.’
I understand and agree that my obligation to submit such information and
materials for review applies during the course of my access to national
security information and thereafter, and 1 agree to make any required
submissions. prior to discussing the information or materials with, or
showjng: them to, anyone who is not authorized to have access to national
security information. I further agree that I will not disclose such
information or materials to any person not authorized to have access to
national security information until I have received written authorization
the Department or Agency that Yast authorized my access to national
security information that such disclosure is permitted. :

2. 1 understand.that the purpose of the review described in paragraph 1
is to give the United States a reasonable opportunity to determine

:whether the information or materials submitted pursuant to paragraph 1

set forth any national security information. I further understand that
the Department or Agency to which I have submitted materials will act

upon them, coordinating with other Departments or Agencies as appropriate,
and make a response to me within a reasonable time, not to exceed 30
working days from date of receipt.

3. I make this Agreement without any mental reservation or purpose
of evasion,

Signature ' Organization

Social Security Number Date
(See Attached Note)

Approved For Release 2005/12/14 : CIA-RDP87B01034R000600150017-6
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The execution of this Agreement was witnessed by the undersigned who
accepted it on behalf of the United States Government as a prior condition
of access to national security information.

Witness. and Acceptance:

‘Signature _ Organization

Printed Name/SSN o Date
(See Note Below) '

NOTICE: The Privacy Act, 5 U.S.C. 522a, requires that Federal agencies
inform individuals, at the time information is solicited from thenm,
whether the disclosure is mandatory or voluntary, by what authority such
information is solicited, and what uses will be made of the information.
You are hereby advised that authority for soliciting your Social Security
Account Number (SSN) is Executive Order 9397. Your SSN will be used to . .
identify you precisely when it is necéssary to certify that you have

access- to the information indicated above..- Wiile ysirdisclosure’of S8 i .. o ..

not mandatory, your fTailure to do so may delay the process of such
cgrtification. : . I

Approved For Release 2005/12/14 : CIA-RDP87B01034R000600150017-6



REPUBLICATION REVIEW AGREEM :
FAKEN FROM CIA FORM 4193 WITH MODIFICATION)

PREPUBLICATION REVIEW AGREEMENT FOR COLLATERAL CLASSIFIED INFORMATION
600150047.6.

QUESTIQNS CONCERNING THE AGREI

CodaudsWwioe

..materials, including works of fiction, which contain or purport to

PREPUBLICATION REVIEW AGREEMENT

An Agreement Between dﬁd the United States

(Namev- Printed or Typed)

1. 1In consideration of being granted access to national security
ijormation and of being assigned or retained in a position of special
nfidence and trust requiring access to national security information,
1 hereby agree to submit for security review by the Department or Agency
that last authorized my access to such information,.all information or

contain any national security information or description of activities

that produce or relate to national security information or that I have
reason to believe are derived from national security information, that I
contemplate disclosing to any person not authorized to have access to
national security information or that I have prepared for public disclosure.
I understand-and agree that my obligation to submit such information and
materials for review applies during the course of my access to national
security information and thereafter, and I agree to make any required
submissions -prior to discussing the information or materials with, or
showing them to, anyone who is not authorized to have access to national’
security information. I further agree that I will not disclose such
Eformat1on or materials to any person not authorized to have access to
wational security information until I have received written authorization from
the Department or Agency that last authorized my access to natlonal
securlty 1nformat10n that such disclosure is permitted.

. Paragraph-1.
1. Can the first sentence be
shortened?

2. Shouldn't "need to know" be
addressed in this paragraph?

3. Can the language in th

last sentence (lines 17-21) be
stated more clearly?

WOV B W

2. I understand that the purpose of the review described in paragraph 1

is to give the United States a reasonable opportunity to determine
whether the information or materials submitted pursuant to paragraph 1
set forth any ‘national security information. 1 further understand that
the Department or Agency to which I have submitted materials will act
:ggn ;E:ma coord1nat1ng with other Departments or Agencies as appropriate,
m respo
sponse to me within a reasonable time 85§ﬁﬂ§#é¥bo1034R0006

Paragraph 2.

1. Why do we mandate a response
time of 30 working days?

00150017-6

no
working da_ys from date of recemroved For Release oI 9311Y
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1 3. - -1 make thfs.Agreement AverRvrd BRY RRIAAT 2003614/4¢ 1 SHARDP 394 @34R000400150017-6

2 of evasion.

" Signature — Organization

Social Security Number ' Date
{See Attached Note)

1 3 The execution of this Agreement was witnessed‘by“fhe undersigned who
2 accepted it on behalf of the United States Government as a prior condition
3 of access to national security information. ": -

Witness and Acceptance:

Signatdre Organization

Printed Name/SSN , . . Date
(See Note Below) : :

L MATICE: The Privacy Act, 5 U.S.C. 522a, requires that Federal agencies

2 . Korm individuals, at the time information is solicited from them,

3 whether the disclosure is mandatory or voluntary, by what authority such -
1 information is solicited, and what uses will be made of the information.

> You are hereby advised that authority for soliciting your Social Security

> Account Number (SSN) is Executive Order 9397. Your SSN will be used to -

7 ,identify you precisely when it_is necéssary ‘to certify that you have

> access tothe information indiCatedrabova.. While ydir disclosure.of SSN is
) not mandatory, your failure to do.so may delay the process of such

) "certification, o S

Approved For Release 2005/12/14 : CIA—RDP87Bb1034R(
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Authority to solicit Soclali Securlty Number (SSN) is
Executive Order 9397, Routine and sole use of the SSN is
to precisely Ildentify the individuali when necessary to
certify access to national securlty Information, While
disciosure of your SSN 1s voluntary, your fallure to do 50
may delay certifications and, in some cases, prevent original
access to natlonal securlty information,

Lo’
.

. \ \
| )ﬁgum

NATIONAL SECURITY AGENCY
Fort George G. Meade, Maryland 20755

SECURITY AGREEMENT

_In consideration of being assigned or detajled to, or employed in, or having access to Protected Information at the
National Security Agency (NSA), and recognizing that this assignment, detail, employment or access involves a position
(Af special trust and confidence involving the national security, | hereby agree to the obligations set forth in this

greement. ‘

1. | have been advised that Protected Information includes information in one or both of the following categories
which | obtain as a result of my relationship with NSA:

(a) Classified Information: This category consists of information classified or classifiable pursuant to the stan-
dards of Executive Order 12356, or any successor order, and implementing regulations. It includes but is not limited to
intelligence and intelligence-related information, sensitive compartmented information (information concerning or
derived from intelligence sources and methods), and crggtolq{gic information (information concerning communications
security and signals intelligence) protected by Section 798 of Title 18, United States Code.

(b) Other Sensitive Information: This category of Protected Information consists of classified and
unclassified information relating to the organization, functions, activities, and personnel of the NSA. It includes, but is
not limited to the names, titles, salaries, and numbers of persons employed by or detailed or-assigned to the NSA and to
communications security information involving codes, ciphers, and cryptographic systems used by the United States
Government or any foreign governments.

1 understand that the burden is upon me to determine whether information or materials within my control are
considered by the NSA to be Protected Information, and whether the person(s) to whom disclosure is to be made is/are
authorized to receive it.

2. | understand that all classified and classifiable Protected Information as well as unclassifed Protected
Information regardin%\lthe functions, activities, and organization of NSA and numbers and identities of persons emploged
by or detailed to the NSA, to which | may obtain access during the course of my employment or other service with NSA,
is and will remain the property of the United States Government. | a%_'ree that upon demand by an authorized
representative of the NSA or upon the conclusion of my employment or other relationship with the NSA | | shall return
all material containinﬁ such Protected Information in my possession, or for which | am responsible because of such
access. | understand that failure to return such materials may be a violation of Section 793 of Title 18, United States
Code, and may constitute a crime for which | may be prosecuted.

3. | affirm my understanding that employment in, or assignment or detail to, the NSA, and access to Protected
Information is subject to the provisions of Public Law 88-290 and Public Law 86-35, the National Security Agency Act
of 1959. | further understand that the unauthorized disclosure of Protected Information may invoke the criminal
sanctions prescribed by one or more of the following statutes - Sections 793, 794, 798, or 952 of Title 18, United States
Code, and Section 783 of Title 50, United States Code.

4. | understand that any breach of this Agreement by me may result in termination by the NSA of my employment
in, or m?l assignment or detail to, NSA and/or my access to Protected Information. The NSA may, in accordance with
applicable law, including Public Law 88-290, terminate my employment in, or my assignment or detail to, the NSA, or
may withdraw my access to any or all Protected Information at any time it determines such action to be in the interest
of national security.

5. | agree not to discuss matters pertaining to Protected Information except when necessary for the proper
performance of my duties and only with persons who are currently authorized to receive such information and have a
need-to-know. < '

6. | agree that | will report without delay to an NSA security representative the details and circumstances of any
possible unauthorized disclosure of Protected Information or of any unauthorized person obtaining or attempting to
obtain Protected Information.
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Ti ame, ofﬂce symbol, room number Initials | Date
qumg, Agency/Post)
1 P/Cebur1ty
- JAction File . Note and Return
Approval For Clearance . Per Conversation
As Reguested For Correction Prepare Reply
Circulate X For Your Information See Mo
Comment Investigate Signature
_ |Coordination | | Justity
. REMARKS

Attached .data pertains to IS0N

S meeting 4 April at GSA Bldg. re NdA
' forms. [:;;f::;] and I plan to
STAT attend, through oversight,

apparently did not get a copy of
this from the DDA, "If you will
send a representative, please

STAT o NIS, green -

,DO NOT use this form as a RECORD of approvals, concurrences, disposals,
clearances, and similar actions :

FROM {Name, org. symbol, Agency/Post) » Rerr)n_ [ﬁ—ﬁglgg
STAT : ) C/SECOM
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